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Study Plan / aualysll @hall
2026/2025
Faculty: Information Technology Cilogleoll Linglgisi :dusll

Major: Cybersecurity il Golll yugayellsy \yasasill
132 Credit Hours 630i20 dcblu 132

54:;1\ (S5isa Al g3 ) il Gl ] Balall a8,
ourse

Level L .
(JNQF) Carmns Prerequisite(s) | Practical | Theoretical

Type of Course Title Balal) and

Course
Number

University Requirements: (18) Cr. Hrs. Baains delu (18) :Ayba) dasly cildlaia

9 A0161100 Arabic Communication Skills 3,9)4\ Al Jbaiy) @llga A0161101

RS A0161200 English Communication Skills 5\:-)'939.'.\_!\ AL Jhaiy) ahlga A0161201

[ - National Education duhgl L) | A0161301

Il Military Science :t:USmJ\ aglad) A0161302

1Y) Community Service 2aliaal) daxs A0161400

T Life Skills Adla cllea | A0161401

o - Artificial Intelligence and Cybersecurity ) oy Slbay) oSl | A0181501

University Electives (6 credit hours from the following courses) (AW Cllual) (e cllial) Wliss clelu 6) Aukas) dasls cibdlia

(A - Media Literacy eyl ALy | A0161303

A Community Responsibility Aaaainall dag asal) A0161305

Leadership, Entrepreneurship, and

Innovation iy Balylly Balidll | A0161402

Practical Applications in Sustainability Al A ddes cliuks | A0161403

The Art of Etiquette Cugay) b A0161404

Islamic Education dadlay) BEY | A0161501

Jerusalem (The Question of Palestine) (Aciudanadal) duiadll) (yusdl) A0161502

Critical Thinking B <al A0161503

Law and Everyday Life Wl ‘_ﬁ Gkl A0161504

Traffic Safety Ay goall Al A0161309

Programming for Non-Programmers Cunayaall il daayl) A0181502

First Aid Ly clblea) | A0181601

Public Health and Nutrition Laaally dalad) daal) A0181602

- Data Analysis Gl Julas A0181508

Faculty Requirements: (21) Cr. Hrs. Aol (21) :Aubay) 4l bl

Communication and Technical Writing Skills Ll A Ay Juaiy) cllga

YY) A0161201 in English Ljalasy)

A0162202

1Y) Calculus (1) (1) Jalsiy Jualis | A0181101

Al - Discrete Mathematics dakiia clusly | A0181105

hlag A0181105 Digital Logic 5l il | A0181503

» A0181505
g (o15%)

A0181504
(15

Programming Fundamentals Gyl bl A0181504

Ay Programming Fundamentals (Lab) Aoyl clbalad ida A0181505

Ay - Probability and Statistics slaayly aylaiay) A0182102

1Y) A0181101 Linear Algebra ohal sl | A0182103

Area of Study Requirements: (49) Cr. Hrs. Aol (49) :4ubaY) pawdil) clikia

YY) A0181504 Programming for Cybersecurity (1) (1) () o Aaapl) A0431201

Tt A0181504 Cybersecurity Fundamentals ) oY) bl A0431301

R & A0413401
Pl A0432401

Py A0431301 Cryptography Fundamentals kil clbulad | A0432401

& in R«
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Network Security and Defense & LBally cludd) ol A0432301
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Gy
salal)

Course
Level
(JNQF)

o gabuad) allaial)
pladll g9 <

Type of

Learning Prerequisite(s)

Practical

Theoretical

Credit
Hours

Course Title

Balall o8,

Salall aadd

Course
Number

Area of

Study Requirements: (49) Cr.

Hrs.

delu (49) :Aiulay) pawddl)

s s

(PBL) zaa A0431301

Risk Management and Information Systems
Control

Claglaall alii 48y Jhlaall &)

A0432402

Al A0431201

Application Security

Clidatl) cpal

A0433301

Al A0431201

Data Analytics in Cybersecurity

bl ¥ b bl cdlas

A0433401

(PBL) gae A0433403

Digital Forensics and Analysis

B Jalailly Lalial) A1)

A0433402

(PBL)gase A0432401

Secure Communication Protocols

L) Jlaty) NsSsiap

A0433403

Ay A0432301

Ethical Hacking

Y 318y

A0433404

(PBL) gass A0433404

Penetration and Vulnerability Testing

CAEN pandy AN HLad)

A0433405

(PBL) s A0433401

Reverse Engineering and Malware Analysis

sl alall Jalady LuuSal) Auatigh)

A0433406

alas A0413301

Infrastructure Security

Asasl) L) ol

A0434301

sl 90 Juas)

Taa clak

Graduation Project (1)

(1) g5 gosda

A0434501

e A0434501

Graduation Project (2)

(2) o33 garie

A0434502

il 90 Jls)
ABblga + laiy

il

7Sy

Field Training

sl i)

A0434503

Ancillary Courses: (29) Cr. Hrs.

islu (29)

shailaall Agall

& A0181504
A0411211
(&l 5e)

Al

Object-Oriented Programming (1)

(1) Auisissh) dnad

A0411201

= A0411201
il Galsia

Object-Oriented Programming (1) (Lab)

(1) sl Al e

A0411211

(PBL) alas A0411201

Data Structures

Sl sl

A0412101

(PBL) alas A0412101

Algorithm Design and Analysis

Glia) il Jilady e

A0412102

Al A0411201

‘Web Software Development (1)

(1) cugh cbnay gl

A0412202

(PBL) gate A0181503

Computer Organization and Architecture

Gigmlall Blas g audiis

A0412301

Al A0412101

Database Systems

il o1gd alii

A0412401

Ay A0412101

Operating Systems

dadal

A0413301

(PBL) calas A0181503

Computer Networks

Ggalal) clud

A0413401

A Aelu 90

Professional R ibilities, Ethical and
Legal Issues in Computing

AENAY) Lladly dvgall clighwal)
dagal) (b digilally

A0414403

(PBL) gaa A0431201

Fundamentals of Artificial Intelligence

Sl £lSH) cllud

A0442302

Study Electives: (9) Cr. Hrs.

dolu (9) HAuLiaY) awddl) cibdhia

Al A0431201

Programming for Cybersecurity (2)

(2) bl o3 A

A0432201

(PBL) ot A0431301

Cybersecurity Frameworks and
Compliances

Ul () a8 bl

A0432403

[ A0413401

Cloud Computing and Security

Lgiialy dlaad) duigal)

A0432404

[ A0413401

Wireless Networks and Security

Lgialy Sl i)

A0433407

(PBL) o A0413301

Distributed Systems

dsjgall Al

A0434302

[ A0432401

Blockchain in Cybersecurity

bl ¥ B il

A0434401

Alag A0432301

Digital Incident Handling and Response

Lo Alaiuly Al ialgal) dallas

A0434402

(PBL) gasa A0433402

Cybersecurity Operations Automation

bmad) ¥ cililes daaf

A0434403

[ A0432402

Implementing and Auditing Information
Security Management Systems

Cilagleal) oyl 5y dakiif 38255 L

A0434404

ala A0433406

Source Code Security Testing

Ljaadl 3a8 Gl jLas)

A0434405

(PBL) s A0442302

Al for Cybersecurity

bl a3 o lbual) 51SH)

A0434406

(PBL) o sl Al ga

Special Topics in Cybersecurity

ibaad) ) B A\l cle gaga

A0434407

) 230

o

Professional Certificate in Cybersecurity (1)

(1) el 31 b iga Balgs

A0434504

) 230

S

0

3

3

Professional Certificate in Cybersecurity (2)

(2) el Y1 b iga Bulgs

A0434505
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= Q Slelud) e
B s |y o Gl i o = sal) 4
Course
Type of
Course

Level .
Learning it : q Credit
(INQF) Prerequisite(s) Practical Theoretical Hours RiTier

Lspaiay) Agal)

s Course Title

Remedial Courses

5 o)

Remedial Arabic Language Skills Aspaia) Augal) UG JLaiy) cllga | A0161100

Lyl Al Jla) cllge
A.g)aiay)

Remedial English Language Skills A0161200

9

5 sl 0 Remedial Computer Skills SUEY) qaulal) cllga | A0181500
Total number of credit hours (132 Cr. Hrs.) (Baaina ielw 132 ) cleld) gsana

f & in R«
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